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LETTER TO DELEGATES 

 

Dear Delegates, 

We are honored to be serving as chairs for the Security Council at this year's SALMUN                

XIX. The purpose of this caucus is to develop your viewpoint, understanding, critical thinking              

and problem-solving skills to the selected topics for this committee. This year, we will be               

addressing intriguing topics such as the Maly Civil War, the Lybian Refugee Crisis and              

Cyberterrorism. As chairs, we advise become acquainted with the context of this conflicts before              

tackling the issues with your crafted resolutions.We strongly recommend you to read the study              

guide as its objective is to give some insight into the conflicts that you are going to attempt to                   

solve. Also, the chairs urge you delegates to thoroughly research the topics, international treaties,              

and UN documents to have a fruitful Model UN experience. Furthermore, position papers are a               

must to be eligible for awards.  

We look forward to seeing all of you in November, and if any of you have any questions                  

or concerns, please contact us via email or other means you find available.  

 

 

Carolina Bomeny 

Pan American School of Bahia 

20bomenyc@pasb.com.br 

 

Maria Eduarda Costa 

Pan American School of Bahia 

20silvam@pasb.com.br 
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COMMITTEE DESCRIPTION 

 

Despite being inactive for the first 45 years of its existence because of the Cold War, the                 

Security Council has been fully functioning since 1990. With a "primary responsibility for the              

maintenance of international peace and security", this committee is composed of 5 permanent             

members and 10 other members elected every two years. Its resolutions are binding for all UN                

members, and it is the only council (aside from the General Assembly) with the authority to                

apply sanctions and other decisive measures. 

  

Furthermore, its permanent members — China, Russia, France, the United States, and the United              

Kingdom — have the power of vetoing resolutions, and a single veto overrides the rest of the                 

committee's decision. 

  

Overall, the Security Council's main functions include assisting peaceful settlement of disputes,            

establishing and overseeing the UN peacekeeping forces, and enforcing measures against           

uncooperative States and other parties. 

 

Relevant Documents 

- Primary Sources  

- UNSC Site 
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Militaries preparing to fight the Malian Civil War 

https://secure.i.telegraph.co.uk/multimedia/archive/02175/m1_2175224b.jpg 
 

 

 
Topic A: Resolving the Mali Civil War 
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BACKGROUND INFORMATION 

Overview 
Since 2012, Mali has faced a volatile crisis as political armed groups, including 

ethnic based movements, jihadist groups and transnational criminal networks, fight for 
hegemony and the control of trafficking routes in the North. The 2015 peace agreement 
remains very difficult to implement and signatory groups still resort to violence to settle 
differences. Jihadist violence against security forces is increasing and militants have gone 
rural to capitalise on local conflicts and the absence of the State to secure safe havens and 
new recruits. Mali’s instability has regional consequences as violent extremism spills into 
neighbouring countries. 
 
History and Major Events: 

When the Empire of Mali was first created it was the world’s first gold exporter               
and thus a dominant force in the upper Niger basin. It is said that 50% of the global gold                   
reserves stemmed from Mali. These gold reserves followed a specific trading route called             
the Trans-Saharan trading routes from the south of Mali on the Niger River to the cities                
of Gao and Timbuktu. From there Tuareg nomads transported and sold the goods to the               
whole region of Africa.  

After the establishment of new cheaper sea trading routes by European forces, the             
Trans-Saharan trading network was abandoned and the northern part of Mali lost its             
income, which lead to an economic decline from which they never recovered. After the              
French colonization that targeted the south only, the north became a land of constant              
conflict between local war clans and movements. Consequently, the region of Azawad            
(the North) changed multiple times its borders becoming part of Mali, Senegal and Niger              
from time to time until returning to Mali, due to its historical occupation of the country.  

The shifting of the Malian borders was a major factor of the violent events that               
were about to follow in the country. In 1894, the Tuareg presence as a rebel force was                 
firstly seen but quickly and violently suppressed by French forces. After Mali’s            
independence in 1960 the Tuareg tried to revolt against the Malian government of             
Modibo Keita. This rebellion was called the “First Tuareg Rebellion” and aimed at             
establishing an independent state called Azawad in the north and stopping the neglect of              
the Tuareg tribes in the distribution of state benefits. The rebellion failed and Tuareg              
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areas were forced under military administration. Then, in 1990, after years of depression             
in the north and after the suffering of major droughts, famine and despair, the remaining               
people of the tribe tried to rebel once again against the Malian government. This              
rebellion, called the Second Tuareg Rebellion, resulted in the Tuareg being granted            
greater autonomy which caused the revolution to die out apart from several minor             
hostilities.  

In 2006, after Mali witnessed major political changes (first democratic elections)           
the government and Tuareg forces signed a peace treaty giving more autonomy to the              
northern desert region of Mali. A year later, this peace agreement was infringed as              
Tuareg forces killed several military officials on the Mauritanian border. Then in 2009             
several hundreds of Tuareg rebels handed their weapons and pledged themselves to            
peace. Despite that fact, as the Libyan war came to an end, the Tuareg that left the                 
country to fight in the Libyan war returned heavily armed and reignited the rebellion in               
northern Mali. The failure of the government of Amadou Toure to deal with the rebels               
lead to a coup d’état in March 2012, led by the newly formed National Committee for the                 
Return of Democracy and the Restoration of the State (CNRDR). Amid the ensuing             
military collapse, the northern rebels declared an independent state of “Azawad.” By            
mid-2012, however, AQIM and its local allies had outmaneuvered the separatists and            
asserted control over most of the north, an area about the size of Texas. These events                
displaced hundreds of thousands and exacerbated a regional humanitarian emergency          
caused by a severe drought. 
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POSITION OF MAJOR COUNTRIES 

France: Taking into consideration that Mali has been formerly colonized by France, it is              
logical to conclude that France has a main presence in the conflict in the North. It has                 
drafted the SC resolution initiating UN intervention and it has been sending French             
troops in the region, which have been great assistance against the active extremist             
organizations and the Tuareg rebels. The French intervention resulted in recapturing           
Timbuktu, Kidal and Gao and in the killing of high-ranked Al-Qaeda officials.  

 
MNLA (National Movement for the Liberation of Azawad): This national movement           
dedicated to the Liberation of Mali based in Azawad is one of the main military               
organizations involved in the northern Mali conflict. It has been active since 2011 and              
under the lead of Bilal Ag Acherif it has captured most of northern Mali including the                
cities of Kidal, Gao and Timbuktu. It consists of trained Tuareg soldiers that (most of               
them) fought in the Libyan War and has cooperated with a few other active nationalist               
organizations in the region, such as the Ansar al-Dine. However after the Ansar al-Dine              
and the Movement of Oneness and Jihad in West Africa started cooperating and fought              
against the MNLA, the Movement lost their captured regions to them.  

 
AQIM (Al-Qaeda in the Islamic Maghreb): This Salafi-jihadists terrorist group (as           
designated by the United States) is the most infamous organization in the northern Mali              
conflict. Now affiliated with Al-Qaeda it has been active since the civil war in Algeria in                
1990. The organization has as a primary goal the overthrow of Tunisian, Libyan, Malian              
and Algerian governments and the imposition of new regimes loyal to the Sharia law.              
Moreover, the organization considers France as its arch-nemesis since France is the            
country that has been supporting both financially and militarily all governments opposed            
to the group. It is said that AQIM has cooperated with the most notorious terrorist groups                
worldwide, such as Al-Shabab, Boko Haram and the AQAP. As far as its involvement in               
northern Mali is concerned, it has firstly aided the 2012 military coup by nomadic Tuareg               
tribes, helping them to gain control of northern Mali until they would marginalize the              
tribes and impose their brutal Sharia-Law with the help of Ansar al-Dine. It is the               
dominant force in the region of Azawad.  
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Movement for the Unity and Jihad in West Africa (MUJAO): This splinter group of              
AQIM has also contributed in a large scale in the political unrest in Mali. It has declared                 
itself active since 2011 after the abduction of three humanitarian workers in a Saharan              
refugee camp. It has took place in almost all military campaigns of the AQIM, but it does                 
not restrict itself only in armed war. It has been conducting drug trafficking,             
narcoterrorism, kidnapping and transnational organized crime.  

 
African Union: Until the French intervention in Mali, the African Union hadn’t been             
active towards ending the political and humanitarian unrest in Mali. The African Standby             
Force which collected more than £50m has not yet got off the ground due to various                
differences between African states and due to the lack of training. Nevertheless the AU              
contributed to helping the newly elected president of Mali and aiding the government             
militarily after the French intervention. 

 
United Nations: The United Nations Multidimensional Integrated Stabilization Mission         
in Mali (MINUSMA) was established by Security Council resolution 2100 of 25 April             
2013 to support political processes in that country and carry out a number of              
security-related tasks. The Mission was asked to support the transitional authorities of            
Mali in the stabilization of the country and implementation of the transitional roadmap.  

By unanimously adopting resolution 2164 of 25 June 2014, the Council further            
decided that the Mission should focus on duties, such as ensuring security, stabilization             
and protection of civilians; supporting national political dialogue and reconciliation; and           
assisting the reestablishment of State authority, the rebuilding of the security sector, and             
the promotion and protection of human rights in that country.  

MINUSMA is authorized at up to 15,209 military and police personnel. Renewing            
its mandate in June 2019, the Security Council decided that MINUSMA’s “second            
strategic priority”—after support for implementation of the 2015 accord—is to          
“facilitate” a new strategy to protect civilians, reduce intercommunal violence, and           
reestablish state authority in central Mali, followed by other tasks. MINUSMA faces            
stark logistical challenges and has had the highest annual fatality rate among current U.N.              
peacekeeping missions. Many of the top troop contributors are other African countries,            
and they have borne the brunt of fatalities. MINUSMA does not have an explicit mandate               
to conduct counterterrorism operations, despite requests from Mali, the G5, and the AU             
that it be authorized to do so. The Security Council has authorized MINUSMA to provide               
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logistical support to the G5 force, but—reflecting stated U.S. concerns—only on a            
cost-reimbursable basis. 
 

TIMELINE OF EVENTS 

1891 — French Sudan colony is formed, which includes modern Mali. 
 
1960 — Mali achieves independence from France on September 22. 
 
1962 to 1964 — Seeking autonomy, Tuareg ethnic groups rebel in the north. 
 
2002 — Amadou Toumani Toure is elected president; he serves two terms. 
 
2011 — The drought and hunger crises in West Africa come to the world’s attention, but 
continue today. 
 
2012 — In January, Tuareg ethnic rebellion in the north sets off massive displacement as 
people flee fighting. President Toure is deposed by military officers in March. Then in 
April, Tuareg rebels seize northern Mali and declare independence, calling the state 
Azawad. From June to July, other rebel groups seize territory and continue conflict in the 
north. In November, the African Union deploys troops to quell violence in the north. By 
now, more than 112,000 Malians have fled the violence as refugees to Burkina Faso, 
Mauritania, or Niger. At least 250,000 more residents are displaced within Mali. 
 
2013 — In January, French and Malian forces recapture much of the north. On May 15, 
international donors pledge more than $4 billion to help Mali get back on its feet. Then 
on June 18, rebels and the Malian government signed a peace agreement that prepares the 
way for elections. In July, a 12,600-strong U.N. military and police force takes over to 
help stabilize the country. On Aug. 11, the Malian people peacefully elect Ibrahim 
Boubacar Keita as their new president in a runoff election. Before the coup, Mali’s 
democracy was considered a success story among West African nations. 
 
2014 — Fighting continues between the Mali government and militias in the north. 
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2015 — The Mali government negotiates peace with militias and allows more regional 
autonomy for the Tuareg ethnic group in a peace deal aimed at ending years of civil 
conflict in the northern regions. 
 
2017 — The people of Mali continue to experience the effects of violence and insecurity 
from multiple attacks by extremist groups and clashes between rebel factions and 
communal groups. About 142,000 Malians still live as refugees in neighboring countries. 
 
2018 — Ibrahim Boubacar Keïta is re-elected president. Insecurity and terrorist attacks 
continue. An increase of insecurity and ethnic conflicts in Central Mali make some areas 
inaccessible to nongovernmental aid groups. 
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DEFINITION OF KEY TERMS 

 
MNLA: National Movement for the Liberation of Azawad  
 
Tuareg: nomadic tribe in the north of Mali  
 
(ECOWAS) Economic Community of West Africa: regional political and 
economic union of fifteen countries located in West Africa. 
 
MINUSMA: United Nations Multidimensional Integrated Stabilization Mission in Mali 
 
Ansar Dine, al-Qaeda in the Islamic Maghreb (AQIM): an Islamist militant 
organization which aims to overthrow the Algerian government and institute an Islamic 
state. 
 
Movement for Oneness and Jihad in West Africa (MOJWA): Islamic groups 
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FURTHER RESEARCH 

 

❖ https://peacekeeping.un.org/en/mission/minusma 

❖ https://www.bbc.com/news/world-africa-13881978 

❖ http://www.aljazeera.com/news/africa/2012/03/2012322111037483270.html>. 
❖ https://fas.org/sgp/crs/row/IF10116.pdf 
❖ https://www.worldvision.org/disaster-relief-news-stories/mali-conflict-facts 

❖ https://www.bbc.com/news/world-africa-17582909 

❖ https://www.hrw.org/sites/default/files/report_pdf/malicompendium0217.pdf 
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WORKS CITED 
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www.bbc.com/news/world-africa-13881978. 
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Refugees leaving Turkey and arriving in Mali 
https://www.vocaleurope.eu/from-turkey-to-libya-the-eu-refugee-crisis-never-ending-domino-effect/ 

 
 

 
Topic B: Tackling the Libyan Refugee Crisis 
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BACKGROUND INFORMATION 

"The historical backdrop of Libya under Muammar Gaddafi spread over 42 years            
from 1969 to 2011. Gaddafi turned into the accepted pioneer of the nation on 1               
September 1969 in the wake of driving a gathering of youthful Libyan military officials              
against King Idris I in a peaceful unrest and bloodless overthrow. After the lord had fled                
the nation, the Libyan Revolutionary Command Council (RCC) headed by Gaddafi           
abrogated the government and the old constitution and broadcast the new Libyan Arab             
Republic, with the maxim "opportunity, communism, and unity". 

Subsequent to coming to control, the RCC government assumed responsibility for           
all oil organizations working in the nation and started a procedure of coordinating assets              
toward giving training, medicinal services and lodging for all. Regardless of the changes             
not being altogether successful, state funded instruction in the nation turned out to be free               
and essential training necessary for both genders. Restorative consideration ended up           
accessible to people in general at no expense, yet giving lodging to all was an errand that                 
the legislature was not ready to complete. Under Gaddafi, per capita pay in the nation               
rose to more than US$11,000, the fifth-most elevated in Africa. The expansion in success              
was joined by a questionable international strategy and expanded political restraint at            
home. 
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Refugees intersections through the focal Mediterranean bounced by more than          

four-overlap after 2013. The International Organization for Migration gauges that almost           
182,000 vagrants from Libya have arrived in Italy since the beginning of a year ago,               
intensifying an enormous outcast emergency previously spilling out of Syria and different            
pieces of the Middle East. 

"It's been about 10 years since Colonel Muammar Gaddafi was removed, and after             
an underlying burst of hopefulness from the two Libyans and the worldwide 

network—also authoritative decisions held in the wake of Gaddafi's ouster—the          
political circumstances in Libya has gone from bad to worse. Libya was in no shape to                
change to a working majority rules system so suddenly, and the most recent decade or so                
has made that very clear. Exacerbating the situation, the nation's plunge into disarray and              
absence of administration additionally made it the true "door" into Europe during the             
mainland's movement emergency a couple of years back.  

At present, the western portion of the nation is being "driven" by an UN-upheld              
government based out of Tripoli, yet it has attempted to declare authority over the city as                
its been cut up by warring local armies. This stands as a glaring difference toward the                
eastern portion of the nation, which is governed by Haftar, who deliberately sidelined and              
co-picked different nearby state armies to his own motivation. Haftar used to be a nearby               
partner of Gaddafi before the two had a falling out during the 1980s; Haftar fled the                
nation, and lived in Virginia for about 20 years before coming back to Libya to help in                 
Gaddafi's ousting. From the leftovers of Libya's military, he cobbled together a battling             
power currently known as the Libyan National Army, deliberately including staff and            
gear (some of which originated from outside forces hoping to curry support) as the power               
developed—nobody knows the definite number of individuals or weapons in his order at             
present." 

 
 
 
 
 
 
 
 
 

16 



 
         UNSC   SALMUN XIV 

 

 

POSITION OF MAJOR NATIONS 

Libya: The overall objective in Libya is to improve protection and life-saving assistance to              

displaced people, refugees and asylum-seekers and host communities. This includes supporting           

local public services which benefit the whole community, such as hospitals and schools. 

 

USA: The United States has a strategic interest in a stable and prosperous Libya, and in                

cooperation with the UN and other international partners supports Libya’s democratic           

transition. The United States is focused on promoting the ability of Libyans to maintain a               

unified and inclusive government that can both secure the country and meet the economic              

and humanitarian needs of the Libyan people. 

 

UK: The Home Office is the lead United Kingdom (UK) government department            

responsible for policies on immigration, passports, counter-terrorism, policing, drugs and          

crime. The UK Border Agency (UKBA), an executive agency of the Home Office, is              

responsible for securing the UK border and controlling migration into the UK. It manages              

border control, enforcing immigration and customs regulations. 

 

France: France’s President Emmanuel Macron called for a ceasefire in the month-long            

battle for Libya’s capital Tripoli after fighting hit a migrant detention center overnight.             

France disagree on the way to deal with the most recent heightening in the disturbed               

north African nation. 
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TIMELINE OF EVENTS 

7th century BC - Phoenicians settle in Tripolitania in western Libya, which was hitherto 
populated by Berbers. 
 
16th century - Libya becomes part of the Ottoman Empire, which joins the three provinces of 
Tripolitania, Cyrenaica and Fezzan into one regency in Tripoli. 

1951 - Libya becomes independent under King Idris al-Sanusi. 

1956 - Libya grants two American oil companies a concession of some 14 million acres. 

1961 - King Idris opens a 104-mile pipeline, which links important oil fields in the interior to the 
Mediterranean Sea and makes it possible to export Libyan oil for the first time. 

1992 - UN imposes sanctions on Libya in an effort to force it to hand over for trial two of its 
citizens suspected of involvement in the Lockerbie bombing. 

1995 - Gaddafi expels some 30,000 Palestinians in protest at the Oslo accords between the 
Palestine Liberation Organisation and Israel. 
 
2003 January - Libya is elected chairman of the UN Human Rights Commission despite 
opposition from the US and human rights groups. 
 
2005 January - Libya's first auction of oil and gas exploration licences heralds the return of US 
energy companies for the first time in more than 20 years. 

2009 February - Gaddafi elected chairman of the African Union by leaders meeting in Ethiopia. 
Sets out ambition of "United States of Africa" even embracing the Caribbean. 

2010 June - UN refugee agency UNHCR expelled. 
 
2013 August - Petroleum Facilities Guard militia begins blockade of oil export terminals. 
 
2014 July - UN staff pull out, embassies shut, foreigners evacuated as security situation 
deteriorates. Tripoli international airport is largely destroyed by fighting. 

2015 January - Libyan army and Tripoli-based militia alliance declare partial ceasefire after 
UN-sponsored talks in Geneva. 

2015 February - Egyptian jets bomb Islamic State targets in Derna, a day after the group there 
released a video showing the beheading of 21 Egyptian Christians. 
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2016 March - New UN-backed Government of National Accord arrives in Tripoli by boat after 
opposing forces block airspace. 

2016 September - Libyan National Army of Khalifa Haftar seizes key oil export terminals in the 
east. 

2016 December - Pro-government forces oust Islamic State militants from coastal town of Sirte, 
which they had seized 18 months previously. 

2017 July - Islamic State group ejected from Benghazi after three years of fighting. 

2018 July - Khalifa Haftar claims that his forces are fully in control of Derna, the last Islamist 
stronghold in the east and the only city in the region hitherto outside his control. 

2018 September - Libya's UN-backed government declares a state of emergency in Tripoli, after 
dozens of people were killed in clashes between rival militia groups in the city's southern 
suburbs. 

2019 April - The Haftar Libyan National Army advances on Tripoli, sparking clashes with the 
forces of the internationally-recognised Government of National Accord. 
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DEFINITION OF KEY TERMS 

 
Muammar Gaddafi: Muammar Mohammed Abu Minyar al-Gaddafi, commonly known  
as Colonel Gaddafi, was a Libyan revolutionary, politician, and political theorist. 
 
Refugees: is a displaced person who has been forced to cross national boundaries and              
who cannot return home safely (for more detail see legal definition). 

 

 

FURTHER RESEARCH 
 

❖ https://time.com/refugee-rescue/ 
❖ https://www.independent.co.uk/news/world/middle-east/libya-migrant-c

risis-refugees-eu-a8865481.html 
❖ https://refugeesmigrants.un.org/fr/node/100043425 
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Hackers Invading internet platforms 

https://www.jlt.com/-/media/images/sites/specialty/our-insights/life-science/cyber-terrorism-covered-by-pool-re-05-18-
bg.ashx?h=720&la=en-GB&w=1440&hash=104C62601752AE884FBB649B3146A65BF628A4BC 

 
 
 
 

Topic C: Addressing the Question of Cyber 
Terrorism, Cyber War and Other Cyber Threats 
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BACKGROUND INFORMATION 

Cyber threats have existed since 1975 when Steve Jobs and Steve Wozniak 
invented the first personal computer. Then, many problems arose with hackers, people 
that strive to gain illegal access to personal information for either profit or to conduct 
mischievous acts.  

The first cyber attack in history is known as the Morris Worm. The Morris Worm 
in 1988 spread around US computers, made the slow down to a degree that they were 
unusable and, therefore, affected the world’s cyber infrastructure. 

 In 1999, a teen hacks the NASA and the US Defense Department Networks, an 
action that changed a lot the perspective a lot of people had of cyber threats. The same 
year, the Melissa Virus would infect Microsoft Word documents and automatically 
disseminate itself as an attachment via an email. This email would be sent to the first 50 
contacts in an infected computer’s Outlook email address box. The creator of the specific 
malware did not intend to harm computers 

In 2009, Gonzales, a hacker form Miami, was responsible for one of the biggest 
fraud case in the US history. He managed to steal tens of millions of credit card and debit 
card numbers from over 250 financial institutions. He had hacked the payment card 
network of various companies. In 2017, a new type of cyber attack spread throughout 150 
countries, including European states, as well as Australia. Hackers threaten the users to 
delete files and data unless a ransom is paid. 

In today’s world, warfare has observed this hazy line between regular and irregular 
attack methods which has produced the term ‘hybrid war’. For example, both state actors 
and non-state actors have begun to use a combination of ground forces and malware to 
attack their targets. As modern innovations in technology continue, the use of cyber 
attacks have become a method of indirectly assaulting one’s target. For example, this 
type of attack can result in the disruption and possible shutdown of systems that maintain 
air-traffic control and health care networks. Without requiring a battlefield, a cyber attack 
can come at any time without the target being able to detect the breach in its systems. 
Even worse, many attacks leave the target wondering whether the attacker was either a 
state actor or non-state actor.  

To understand the difference between cyber terrorism and cyber warfare, cyber 
attacks should first be understood as, “a range of activities conducted through the use of 
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information and communications technology (ICT)”. As this field of violence is relatively 
new, this definition is rather vague as there is still an uncertainty on an international level 
as to whether or not a cyber attack can be considered, “criminal, an act of hactivism, 
terrorism, or a nation-state’s use of force equivalent to an armed attack”. Due to the 
nature of the attacks, many victims are left with very little evidence to determine who 
actually attacked them. However, if there is evidence, the attack can be classified as 
either cyber warfare or cyberterrorism. Cyber warfare is considered a, “state-on-state 
action equivalent to an armed attack or use of force in cyberspace that may trigger a 
military response with a proportional...use of force” while cyber terrorism, our focus for 
this committee, is defined as, “the premeditated use of disruptive activities, or the threat 
thereof, against computers and/or networks, with the intention to cause harm or further 
social, ideological, religious, political, or similar objectives, or to intimidate...in 
furtherance of such objectives”.  
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POSITION OF MAJOR BLOCKS 

USA: Companies across the US are being increasingly targeted in cyber attacks since             
November 2014. The quantity and quality of information leaked, stolen or destroyed is             
one of the major issues that companies and individuals have to cope with. The Ponenom               
Institute release its 2015 Cost of cyber Crime, which analyses the cost of cyber attacks               
for a variety of 58 US organizations. Based on that research, the US continues to rank the                 
highest in its cost of cyber crime at an annual average of $15.4 million per company. The                 
US has also developed specific programs in order to tackle the problem of cyber threats.               
Some of them are the following:  

● Department of Homeland Security (DHS) Enhanced Cyber security Services         
(ECS) Program, which is a voluntary information sharing program that assists           
U.S.-based public and private entities as they improve the protection of their            
computer systems from unauthorized access, exploitation, or data exfiltration •  

● Department of Defense (DoD) Defense Industrial Base (DIB) Cyber security (CS)           
Program, which was initiated in 2007 and established as a permanent DoD            
program in 2013 so as to enhance and supplement DIB participants’ capabilities to             
safeguard DoD information that resides on, or transits, DIB unclassified networks           
or information systems.  

● DHS Cyber Information Sharing and Collaboration Program (CISCP), which is a           
DHS's flagship program for public-private information sharing and complement         
ongoing DHS information sharing efforts. In CISCP, DHS and participating          
companies share information about cyber threats, incidents, and vulnerabilities.  

China: Cyber attacks in Chinese companies have increased in the past two years. The              
average number of cyber attacks detected by companies in mainland China and Hong             
Kong grew 969 percent between 2014 and 2016. However, the average number of attacks              
fell by 3 percent globally over the last two years, and 30 percent since 2015, in contrast to                  
the rise in China. China's rapid adoption of new consumer and industrial technology for              
the 'Internet of Things (IoT)' era may be part of the reason.  
 
United Kingdom: Britain is being hit by dozens of cyber-attacks a month, including             
attempts by Russian state-sponsored hackers to steal defense and foreign policy secrets.            
Attacks by Russian and Chinese state-sponsored hackers on defense and foreign policy            
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servers are among those being investigated by the National Cyber Security Centre            
(NCSC).  
 
Russian Federation: In the past few years, the Russian government has mounted more             
than a dozen significant cyber attacks against foreign countries, to help or harm a specific               
political candidate and always to project Russian power. Starting in 2007, the Russians             
attacked former Soviet satellites like Estonia, Georgia, and Ukraine, and then branched            
out to Western nations like the U.S. and Germany.  
 
Germany: Germany has been “cyber attacked” various times by Russia. The head of             
Germany's domestic intelligence agency has accused Russian rivals of gathering large           
amounts of political data in cyber attacks. However, the Russian government has denied             
such allegations.  
 
Canada: Canadian companies are facing an increasing number of cyber attacks.           
Corporate espionage by state-sponsored hackers — including China — is a big problem             
for Canadian companies. That high increase in cyber attacks can be attributed to             
Canada’s lack of trained cybersecurity professionals, since historically the country had           
not had the need to defend itself against other threats than its neighbors. However,              
Canadian government is currently moving in the right direction with a new legal             
requirement that firms disclose data breaches or any suspicious activity.  
 
Australia: Australian companies are also facing increasing cyber attacks. Therefore,          
small companies are being urged to strengthen their cybersecurity measures. Recently,           
Australian businesses have likely been affected by the ransomware attack sweeping           
across Europe. So far the ransomware has wormed its way into thousands of computer              
systems worldwide shutting users out unless they pay a specific amount of money.  
 
The National Cyber Investigative Joint Task Force (NCIJTF): The National          
Cyber Investigative Joint Task Force (NCIJTF) is a Presidentially-mandated multiagency          
cyber center that coordinates, integrates, and shares information related to cyber threat            
investigations and operations. The NCIJTF currently has signed memoranda of          
understanding (MOUs) with approximately 24 member agency representatives, which         
allow for sharing of cyber threat information.  
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International Police: INTERPOL is committed to a global fight against cyber attacks            
and is the natural partner for any law enforcement agency looking to investigate these              
crimes on a cooperative level. Its plan consists of operational and investigative support,             
cyber intelligence and analysis, digital forensics, innovation and research, capacity          
building and National Cyber Reviews.  
 
Federal Bureau of Investigation: The FBI utilizes on-site briefings to share classified            
indicators and defensive measures with industry and appropriate private sector entities.           
Coordinating with its other government agency partners, it provides potential or known            
victim entities with temporary security clearances so they may have access to specific             
classified information and technical indicators that may be used to neutralize an ongoing             
threat. 
 
National Cyber Security Centre: The NCSC was set up to help protect our critical              
services from cyber attacks, managing major incidents and improve the underlying           
security of the UK Internet through technological improvement and advice to citizens and             
organizations. It is the UK’s authority on cyber security.  
 
North Atlantic Treaty Organization: NATO and its Allies rely on strong and            
resilient cyber defenses in order to achieve collective defense, cooperation, crisis           
management and security. NATO signed a Technical Arrangement on cyber defense           
cooperation with the European Union (EU) in February 2016. Allies are committed to             
exchanging information and data related to dealing with and recovering from cyber            
attacks.  
 
Information Sharing and Analysis Center: ISAC is a coordinating body designed           
to maximize information flow across the private sector critical infrastructures and with            
government. Its goal is to help critical infrastructure owners and operators protect their             
facilities, personnel and customers from cyber and physical security threats and other            
hazards.  
 
Cyber Security Task Force: The principal mission of the Cyber Security Task Force             
is to communicate information to American Bar Association (ABA) members in order to             
educate them and bring awareness to cyber security and privacy issues which they or              
their clients may encounter on a daily basis in the course of their legal practices.  
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International Multilateral Partnership Against Cyber Threats: The IMPACT is         
a United Nations' (UN) specialized agency, which works with the goal of ensuring the              
safety of cyberspace for everyone. It is a key partner of the International             
Telecommunication Union (ITU) has agreed to collaborate with other organizations in           
order to materialize ITU’s Global Cybersecurity Agenda (GCA).  
 
Commission of Crime Prevention and Criminal Justice: It was established by the            
Economic and Social Council in 1992 and its major goal is to improve international              
action towards combating national and transnational crime. It also provides states with a             
forum for exchanging expertise, experience and information in order to develop both            
national and international strategies to cope with criminal activities. Since cyber crime            
constitutes a crime itself, this organ of the United Nations (UN), responsible for             
combating crime, could collaborate with other NGOs with the goal of achieving cyber             
security. 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

28 



 
         UNSC   SALMUN XIV 

 

 

TIMELINE OF EVENTS 

1988 - The Morris worm - one of the first recognised worms to affect the world's nascent 
cyber infrastructure - spread around computers largely in the US 
 
1999 - Teen hacks NASA and US Defense Department. At the same time, the Melissa 
virus spreads through the Internet. 
 
December 2006 -  NASA was forced to block emails with attachments before shuttle 
launches out of fear they would be hacked.Business Week reported that the plans for the 
latest US space launch vehicles were obtained by unknown foreign intruders. 
April 2007 - Estonian government networks were harassed by a denial of service attack 
by unknown foreign intruders, following the country's spat with Russia over the removal 
of a war memorial 
 
June 2007 - The US Secretary of Defense’s unclassified email account was hacked by 
unknown foreign intruders as part of a larger series of attacks to access and exploit the 
Pentagon's networks. 
 
October 2007 - China’s Ministry of State Security said that foreign hackers, which it 
claimed 42% came from Taiwan and 25% from the US, had been stealing information 
from Chinese key areas. 
 
January 2009 - Hackers attacked Israel’s internet infrastructure during the January 2009 
military offensive in the Gaza Strip. The attack, which focused on government websites, 
was executed by at least 5,000,000 computers. 
 
January 2010 - A group named the "Iranian Cyber Army” disrupted the service of the 
popular Chinese search engine Baidu. Users were redirected to a page showing an Iranian 
political message. 
 
October 2010 - Stuxnet, a complex piece of malware designed to interfere with Siemens 
industrial control systems, was discovered in Iran, Indonesia, and elsewhere, leading to 
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speculation that it was a government cyber weapon aimed at the Iranian nuclear 
programme. 
 
January 2011 - The Canadian government reported a major cyber attack against its 
agencies, including Defence Research and Development Canada, a research agency for 
Canada's Department of National Defence. 
 
June 2011 - The IMF's networks were reportedly compromised by a foreign government 
using fraudulent emails with malware attachments, and a "large quantity of data, 
including documents and emails," are exfiltrated. 
 
October 2012 - The Russian firm Kaspersky discovered a worldwide cyber-attack 
dubbed “Red October,” that had been operating since at least 2007. Hackers gathered 
information through vulnerabilities in Microsoft’s Word and Excel programmes. The 
primary targets of the attack appear to be countries in Eastern Europe, the former USSR 
and Central Asia, although Western Europe and North America reported victims as well. 
The virus collected information from government embassies, research firms, military 
installations, energy providers, nuclear and other critical infrastructures. 
 
June 2013 - In their first-ever meeting dedicated to cyber defence on Tuesday (June 4), 
NATO Defence Ministers agreed that the Alliance’s cyber-defence capability should be 
fully operational by the autumn, extending protection to all the networks owned and 
operated by the Alliance. 
 
 
 
 
 
 
 
 
 
 
See full timeline in:  
https://csis-prod.s3.amazonaws.com/s3fs-public/190904_Significant_Cyber_Events_List.pdf 
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DEFINITION OF KEY TERMS 

Cyber Threat:  “The possibility of a malicious attempt to damage or disrupt a computer 
network or system.”The targeted network can range from a PC to a nation-state network.  

Cyber Terrorism: A common definition is very hard to be found. Nations do not seem 
to reach a consensus regarding the above term. “Computer-based attacks aiming at 
disabling vital computer systems so as to intimidate, coerce, or harm a government or 
section of the population.” “Terrorism conducted in cyberspace, where criminals attempt 
to disrupt computer or telecommunications service.” 

Cyber Crime: “A crime in which a computer is the object of the crime (hacking, 
phishing, spamming) or is used as a tool to commit an offense (child pornography, hate 
crimes). Cybercriminals may use computer technology to access personal information, 
business trade secrets, or use the internet for exploitive or malicious purposes. Criminals 
can also use computers for communication and document or data storage.” 

Cyber War: “The use of computer technology to disrupt the activities of a state or 
organization, especially the deliberate attacking of information systems for strategic or 
military purposes.” 

Phishing: Any attempt to obtain personal information or data, usually sensitive ones, 
such as passwords or credit card details, for malicious purposes.  

Datum: The singular form of the word “data” is used to describe a single piece of 
information as a fact.  

Denial of Service Attack (DoS): “Any type of attack where the attackers (hackers) 
attempt to prevent legitimate users from accessing the service.”  

Malware: “Software intended to damage a computer, mobile device, computer system, 
or computer network, or to take partial control over its operation.” Complex malwares are 
used  
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Worm: “A type of malicious software (malware) that replicates while moving across 
computers, leaving copies of itself in the memory of each computer in its path.” 

Virus: “A type of malicious software (malware) comprised of small pieces of code 
attached to legitimate programs. When the program runs, the virus runs.” 

Network: “A group of two or more devices that can communicate. In practice, the 
network is comprised of a number of different computer systems connected by physical 
and/or wireless connections.” 

Cyber Space: “The virtual computer world, and more specifically, is an electronic 
medium used to form a global computer network to facilitate online communication.” 
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FURTHER RESEARCH 

❖ https://nato.int/docu/review/2013/Cyber/timeline/EN/index.htm 

❖ https://www.nato.int/structur/library/bibref/cyberterrorism.pdf 
❖ https://csis-prod.s3.amazonaws.com/s3fs-public/190904_Significant_Cyber_Events_

List.pdf 
❖ https://www.intgovforum.org/cms/workshops_08/IGF_dimensions_Marc-Goodman.

pdf 
❖ https://www.unodc.org/e4j/en/cybercrime/module-14/key-issues/cyberterrorism.htm

l 

 

GUIDING QUESTIONS 

❖ What can be done to uphold the existing International Code of Conduct for 
Information Security to the United Nations? 

❖ What amendments can be made to the Budapest Convention on Cybercrime? 
❖ How can nations establish global cooperation, strategies and policies aiming at 

combating cyber threats? 
❖ What should be the international legal framework for dealing with these crimes? 
❖ What is a definition of cyber terrorism all countries can agree with? 
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